
•  Single Sign On Solution (SSO) 

•  Alternative to Facebook and Google with enhanced privacy protection by 
design 

•  Chicken and Egg Conundrum 

•  Apple ID 

 

 

 

History of ID4me Protocol 
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Some Digital Identity Milestones 

2	21-Okt-19	

1999: ICANN 
establishes current 
CPH  WHOIS access 
framework 

2017: W3C Verifiable 
Claims working Group 
is founded 

2019: ID4Me 
announces a global 
standard for identity 
management 

2016: LIGHTest 
begins testing a global 
cross-domain trust 
infrastructure 

2014: OpenID 
Foundation launches 
OpenID Connect 

1992: “Web of Trust” 
concept first proposed 
for PGP certificates 

1988: X.509 
distinguished name 
certificate system is 
launched   

2005: First bi-annual 
meeting of the Internet 
Identity Workshop 

2013: SIDN begins 
collaboration on the 
IRMA trust framework 

2014: The European 
Parliament adopts the 
eIDAS regulation 

2015: The Australian 
DTA convenes work 
on a Digital Identity 
Framework 
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Unlikely Convergence of Events – Perfect Storm 
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•  eIDAS – The EU regulation which established a set of standards for 
electronic identification and trust services for electronic transactions in 
the European Single Market 

• UN’s Sustainability Development Goals (SDGs) -  
Target 16.9: By 2030, provide legal identity for all, including birth registration 

• US Treasury Report: A Financial System That Creates Economic 
Opportunities Nonbank Financials, Fintech, and Innovation 

Digital identity products and services hold promise for improving the trustworthiness, security, privacy, 
and convenience of identifying individuals and entities, thereby strengthening the processes critical to 
the movement of funds, goods, and data as the global economy races deeper into the digital age.  
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• Use of the DNS as a trust anchor for digital identity resolution; 

•  Incorporating the use of validated federated Registrant 
credentials into the domain name eco-system; 

•  Increases potential business opportunities, increase business 
efficiency; and minimize potential legal liability.  

Value Proposition 
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It was the best of times, it was the worst of times, it was the 
age of wisdom, it was the age of foolishness …. 

Tales of Two Cities – Charles Dickens 
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•  Industry growth slowing; 

•  Increased regulatory costs; 

•  Increased competition; and 

•  Potential increased liability 

 

 

Worst of Times 
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Worst of Times 
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Worst of Times 
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Source:		
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Worst of Times 
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(23)	The	public	core	of	the	open	internet,	namely	its	main	protocols	and	infrastructure,	which	are	a	global	public	
good,	 provides	 the	essential	 functionality	 of	 the	 internet	 as	 a	whole	 and	underpins	 its	 normal	 operation.	
ENISA	should	support	the	security	of	the	public	core	of	the	open	internet	and	the	stability	of	its	functioning,	
including,	but	not	limited	to,	key	protocols	(in	particular	DNS,	BGP,	and	IPv6),	the	operation	of	the	domain	
name	system	(such	as	the	operation	of	all	top-level	domains),	and	the	operation	of	the	root	zone.	
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Worst of Times 
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Worst of Times 
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•  Several ccTLD are taking a thought leadership role and being recognized for it 

 
GAC Statement on DNS Abuse  

Best of Times 
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Best of Times 
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•  eIDAS Regulation (EU) No 910/2014 
• Mandatory recognition of eID (09.2018) 
• Mandatory recognition of “electronic identification means” 

 a material and/or immaterial unit containing person 
 identification data and which is used for authentication for an 
 online service. (ID-cards, Mobile-ID’s, Smart-ID, etc.) 

• Must recognize ‘notified’ eIDs of other Member States for cross-
border access to its online services when its national laws mandate e-
identification 
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•  Several ccTLDs in collaboration with CENTR have engaged in potential solutions 
regarding identity. 

Best of Times 

14	ID4me Summit 2019 



•  Many other ccTLDs are taking proactive steps to integrate digital identity into their 
domain name registration business flow: 

Best of Times 
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Example: ICANN’s Unified Access Model 
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•  Know Your Registrant (KYR) 

•  Similarities/Differences between Know Your Registrant (KYR) and Know 
Your Customer (KYC) 

•  Potential key component in ICANN’s Unified Access Model (UAM) 
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Example: Trusted Notifier 
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•  Trusted Notifiers play a key role in the ability of any Registration 
Authority (Registry or Registrar) to implement any Notice and Take 
Down framework. 
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Example: Trusted Notifier 
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Rules	of	Engagement:	Z	<	Y	<	X,	where	Z	is	the	response	time	associated	with	an	imminent	life-threatening	situation,	Y	is	the	
response	time	for	non-	imminent	life-threatening	situation	of	a	known	registrant	(KYR),	and	X	is	the	response	time	for	non-	
imminent	life-threatening	situation	of	a	un-known	registrant	(KYR)	

Is	domain	
name	KYR	
verified?	

Life-
threatening	
situation?	

Yes	

No	Complaint	
via	Trusted	
Notifier	

Registry	Operator	has	Z	
days	to	resolve	before	
taking	action	under	safe	

harbor	

Registry	Operator	has	X	
days	to	resolve	before	
taking	action	under	safe	

harbor	

Registry	Operator	has	Y	
days	to	resolve	before	
taking	action	under	safe	

harbor	

Yes	

No	
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Call to Action 
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•  Potential collaboration on an agreed upon EPP extension (potential 
RFC) to handle identity in the domain name registration process; 

•  Increased educational outreach and education on all-things “identity” 
related, and the need for a clearinghouse / repository  
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Thank	You	
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